YTBEPX/IEHA

IIpukasom nupexkropa MBY /10O
«JleTckas XynoxecTBeHHas LIKOJIa»
or 28.12.2024 Ne 101-ox

IHonuTnka
HHPOPMALMOHHOI 0€30MACHOCTH
MyHAUHMNANBLHOTO GI0MKETHOTO YYPekKACHHS A0TOJHUTEILHOI0 06pa30BaAHUs
«JleTckast Xy/10:KeCTBEHHAS LIKOJ12»

BepxHas [Teimima, 2024



TEPMUWHBI Y OITPEJIEJIEHH

AyTteHTHHKaLUS - JleiicTBus no npoBepKe MOAJMHHOCTH CyObeKTa 10CTyna B
MH(}OPMaLIMOHHOM cucTEME

['ocynapcTBeHHas - HWubopmaumoHHas cuctema, co3jgaBaemas . B LEJAX
MH(pOpMaLIMOHHAs CHCTEMA peanu3auuu MoJIHOMOYMITOCY AAPCTBEHHBIX

opraHoB 1 obecfieueHusi oOmeHa WHpopMaurerd Mex1y
S3TUMW OpraHamMHM, a TaKXe B HHbIX YCTAHOBJIEHHBIX
denepanbHbBIMHU 3aKOHAMH LEAAX

HOCTyﬂ K nmbopmaunu - - Bo3moxHOCTb NoJIy4€HHUA I/IH(i)OpMaUJ/H/l 1 €€ UCITIOJIb30BaAHUSA

HocTynHocTh - Cocrosinue UHpOpPMaLMH, XapaKTepPU3yeMOe CrIOCOOHOCTBIO
‘ TEXHUYECKUX CPEACTB W MH(MOPMALMOHHBIX TEXHOJIOMHIA
obecrieunBath OecrnpersSaTCTBEHHBIH AOCTYM K MHpOpMaLMH
CyOBEKTOB, MMEIOLLMX Ha 3TO MOJHOMOYHS

3amura uHGOpMALMU OT - 3awuTa “HGOpMALIMM, HANpPABJIEHHAas Ha NPEAOTBpALLEHHE
HECaHKLIMOHMPOBAHHOIO 0CTyNa TMOJTyYEeHHUS 3alMIIaeMOM UHpopmaumn
3aMHTEPECOBAHHBIMK  CyOBEKTAMH  C  HapyLIEHHEM
YCTaHOBJIEHHbIX HOPMaTHBHBIMH 14 NpaBOBbIMH

JOKymMeHTamK (akTamu) uau obnanartenssmMu MHGOpMaLMK
MnpaB WM MpaBUJ pasrpaHUYEHHUs J0CTyNa K 3allMLIAEMON

HH(popMaLKH

3amuiaemas nHdopmaums - Hudopmauus, sasnqrowascs npeaMeToM cOOCTBEHHOCTH U
roanexaluas 3alUTe B COOTBETCTBMM C TpeOOBaHMAMH
MpaBOBbIX JOKYMEHTOB Wan
TpeOOBaHUSIMH,  YCTaHaBIMBa€MbIMH  COOCTBEHHMKOM
vHopMaLrK

WUnentnduxanus - IlpucBoenne  cybnekram M obbekTam  J0CTYyMNa
uaeHtudrkatopa ¥ (MAM) CpaBHEHUE MPEABABISEMOro
uaeHTudrkatopa c nepeyHeM MPUCBOEHHBIX
MIEHTU(HKATOPOB

Undopmannonnas 6ezonacHocts | - CoCTOsHME 3alUMLIEHHOCTH WHGOpMauud, MpH KOTOPOM

(Mb) obecrieyeHbl €€ KOH(PHUACHUMAIBHOCTb, JAOCTYIMHOCTb W
LEEIOCTHOCTh

HudopmanmoHHas cucrema - CoBokynHocTb  coaepxkauwiedics B 0aszax  JAaHHbIX

uHpopmauuu v obecneuuBarolMX ee  0OpaGoOTKy
MH(POPMALMOHHBIX TEXHOJIOTHH U TEXHUUYECKHUX CPEACTB

WudopmauroHHble pecypesl - OtnenbHblE JOKYMEHTbI U OTAENbHbIE MACCHBBI JOKYMEHTOB,
JNOKYMEHTBl M MacCHBbl JOKYMEHTOB, COAEpKalluecs B
MHQOPMALMOHHBIX  cucTeMax (OubnuoTekax, apxuBax,
ponpax, GaHkax HaHHBIX, HWHOOPMALMOHHBIX CHCTEMAaX
APYTHX BUIOB) .

MHdopmaloHHbIE TEXHOIOTHH - Ilpoueccel, meToabl noucka, cbopa, XxpaHeHusi, 06paboTKH,
MPEeNOCTAaBNEHHUs,  PacrpocTpaHeHus  HHoOpMaLMU U
crnocoObl OCYIECTBAEHHUS TAKUX NPOLIECCOB W METOOB

P




HUudopmauus

CaeaeHus (cooOuIeHHs], JaHHbIE) HE3aBUCUMO OT (POPMbI UX
npeacTaBIeHUs

|
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|
|
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KonTtponupyemas 30Ha

TIpocTpaHCcTBO (TeppUTOpHMs, 3MaHME, YacTb 3/aHHMA), B
KOTOPOM HMCKJIFOYEHO HEKOHTPOJIUpYeMOe NpeObIBaHKE S,
HE HMEIOIIMX MOCTOSHHOIO WM Pa3oBOro MAOMyCKa, W
MOCTOPOHHUX TPAHCMOPTHBIX CPEICTB

.

KonduaeHumnansHoCTh

OGsi3aTenbpHOE A0S BBIMOJHEHUS JIMLOM, MOJyYHBLIMM
JOCTYyNn K ornpeaeieHHON WHpopmauuu, TpeGoBaHMe . HE
nepenaBaTb Takylo WHGOpMAUMIO TpeTbUM Jauuam Oe3
corylacust ee obnanaress

OGpaboTtka nepcoHa bHbIX
NaHHBIX

JeiicTBus (onepauunu) ¢ nepcoHanbHbIMKU JaHHBIMU, BKJIIOUAs!
cbop, cucTeMaTH3aLMIO, HAKOMJIEHHE, XpPaHEHHE, YyTOYHEHHE
(oOHOBNEHME, M3MEHEHMHE), MCIONb30BaHKE,
pacrnpocTpaHeHHe (B TOM 4YHMclie nepeaauy), o0e3nnunuBaHue,
6JIOKMpOBaHUE, YHUUTOKEHHE MEPCOHAIbHBIX AaHHbIX

Onepatop

['pakgaHUH MM IOPUAMYECKOE JIMLO, OCYLIECTBAIOLIME
JeSITeJbHOCTE MO JKCIyaTauuMd  MH(POpPMaLMOHHOM
CUCTEMbl, B TOM uucie no obpaborke wuHboOpMaLmH,
cozepxkalieiics B ee 6azax AaHHbIX

Hepconaanme JaHHBIC

JlroOas nHpopmaLMs, OTHOCALLAACS K MPAMO HIIM KOCBEHHO
OMnpeeeHHOMY WK onpejenseMomMy QU3HYECKOMY JIULLY

Yrpo3a 6e3onacHoCTH
uHbopmaumu

CoBOKYNHOCTb  YCNOBMH ¥ (pakTOpoB,  CO3AAKOLIMX
NOTEHUMATbHYIO MW PeasbHO CYLIECTBYIOLLYO OMACHOCTD,
CBS3aHHYIO c YyTEUKOH UHpopmauuu u/nnu
HECaHKLUMOHUPOBAHHBIMU  W/WIIM  HempeAHaMEepPeHHbIMU
BO3JIEMCTBUAMMU Ha Hee

Va3BUMOCTD

Henocratox (cnabocts) NpOrpaMmMHOro
(MporpaMMHO-TEXHHUYECKOTO) cpencTsa Han
MH)OPMALIMOHHON CHCTEMBl B LIEJOM, KOTOPbIH (KOTOpast)
MOXKET OBITh MCMOJIB30BaHAa Ul peaju3aluu  yrpos
6e3onacHocTH MHpOpMALMK

LlenocTHOCTH

YeroiunBocTh MHGOPMaLMK K HECAHKLIMOHMPOBAHHOMY WJIH

cllydaiiHOMY BO3AEHCTBMIO Ha Hee B mpouecce oOpaboTku
TEXHUUYECKUMH CPEICTBAMM, PE3YJIbTATOM KOTOPOrO MOMKET
ObITb YHMUTOXEHHE W UCKaXKeHHe HHdopmaLmu




1 OBIIME ITOJIOYKEHUSI.

Hactosmas IlonnTuka uHpopMauroHHOM Ge3zonacHocTH  MyHMUMNANBHOTO  GHOMKETHOrO
YHPeXKIACHHUs JOMNOJIHMTENBHOrO obpa3oBaHus «JleTckas XymoxkecTBeHHas wkona» (nanee — Lllkona,
[lonrutuka WD) saBnsercs JNOKyMEHTOM, OMNpEAENAIOMM HANpaBieHWs OESATENbHOCTH B objacTy
obecnieyeHnss WHOPMAUMOHHOH 6€30MaCHOCTH, YCTaHABIMBAET COBOKYMHOCTb MPaBMi, MNpPOLELyp,
NPaKTHYECKMX MPHEMOB, TpeOOBaHMH M pYKOBOAALIMX MPUHUMIOB B 06JaCTH MH(POPMALMOHHOIM
BesonacHocTH (nanee - MIB), KOTOPBIMU PyKOBOACTBYIOTCS PAGOTHUKH LLIKOJIBI NPH OCYLIECTBICHUH CBOEH
JeATENbHOCTH. '

[Tonoxenus Hacroswmei IlonuTukm He pacmpocTpaHstoTcst Ha obecrieueHre MHQOPMALMOHHOI
0e30nacHOCTH CBEICHHH, COCTABIISIOLIMX [OCY 1apPCTBEHHYIO TaliHy.

OcHoBHOW 3ajaueii B ob6nactn  MHbOpMALMOHHONW  GesonacHoctd  Lllkona NpPU3HAeT
COBEpLICHCTBOBAHHE MEpP M CPEACTB 0OECMeueHHs 3alUThl MHPOPMALIKHK, HHHOPMALMOHHBIX PECYpPCOB
LlIKonBl MpH OCYIIECTBNECHUH YCTABHOM JAE€ATENBHOCTH.

[Ipu paspabotke IToNMTHUKM yUMTBIBANMCH OCHOBHbBIE TMPUHLMIBI CO3JAHMS CHCTEM 3alUWThI
HHPOPMALIMK, XapaKTEPUCTHKH M BO3MOXHOCTH OPraHW3aLMOHHO-TEXHMYECKMX MEp M COBPEMEHHbIX
NPOrpaMMHBIX W aNMnapaTHO-NPOrpaMMHbIX CPEACTB 3aLLMThl HHPOPMALIMH.

B pamkax cBoeil pesrenbHoctu Lllkona o6si3yeTcss NpeAnprHUMATL BCe BO3MOXKHbBIE MEpbl s
3auMTel KHGOPMALIMK OT Yrpo3 6e30nacHoCTH HHMOPMALUH.

TpeGoBanua nHpOpMAaLMOHHON Ge30MacHOCTH, COOTBETCTBYIOT LEaAM AesiteabHocTi LLkonbl w
NPEAHA3HAYCHBI /1 CHIDKEHHS! PUCKOB, CBA3AHHBIX C peanu3alneil yrpo3 6e3onacHocT HHPOpMALHHK.

ITonnTrka nocTynHa Bcem paGoTHuKam LLIKOMIBI M BCeM M0J1b30BaTENAM EFO PECypPCOB.

Beinosnnenue tpeGosanuii [Monntukn UB siasercs o6s3aTenbHbIM A8 BeeX paboTHMKOB LLKoJibl.

OTBeTCTBEHHOCTE 32 COOMIOACHHE MHPOPMALMOHHON GE30MaCHOCTH HECeT KaX/blif COTPYAHHK
Ulkosnsl. Ha nuu, paGoTaroimux rno J0roBopam rpaaaHcKo-NpaBoBOro XapaKTepa, MoN0KeHHs HACTOSLLEH
NOJIMTHKH PACMPOCTPAHSIOTCS B Clly4ae, €M 3TO 00yC/IOBJIGHO B TAKOM J10TOBOPE.

[lonutuka nHpopmauronHo# GesonacHocT paspaboraHa B COOTBeTCTBMM c¢: (DenepasbHbIM
3aKOoHOM oT 27 mrons 2006r. Ne 149-03 «O6 unpopmaumu, 1HGOPMALMOHHEIX TEXHOJIOIHSIX U O 3aLUMTeE
uHpopmauun» (B neiicTByrowed penakuuu), PenepanbHbIM 3aKkoH oT 27 mions 2006r. Ne 152-d3 «O
NEPCOHANBHBIX JaHHBIX», DenepanbHbiM 3akoH oT 06.04.2011 "O6 anektponnoit noanucu" N 63-03 (8
aefcTByroweii peakunn), [locranosnennem [Mpasurenscraa PO ot 01.11.2012 N 1119 "O6 yreepxaeHnH
TpeOOBaHWA K 3aluMTe MEPCOHANbHBIX NAHHBIX NMPU MX 06paboTKe B MH(POPMALMOHHBIX CHCTEMAX
MEPCOHANbHBIX NAHHBIX", @ TAaKKE HMHLIMA HOPMATUBHBIMM TMpPAaBOBLIMHM aKTaMW B cdepe 3alluThl
uHbOpMaLMK, epeuUCIeHHbIMU B pasaesie 9 Hactosweit [Tonnutukn UB.

2. IEJIX 1 3BAJIAYH OBECIIEYEHUSI UHOOPMAIIMOHHOM BE3OINACHOCTHU

2.1. Cy6peKTsl MHPOPMALIMOHHBIN OTHOLLEHUH

Cybbexramu npu obecneueHnn nHpopmamonHoii 6ezonacHocTy B LLIKosIe SBASIOTCS:

- KaHAMZATHI 714 npUema Ha pabory;

- pabOTHHKH (B TOM YHCJIE YBOJIEHHBIE);

- YJIEHBI CEMbH PabOTHHKOB;

- obyuaromuecs;

- poauTeN (3aKOHHBIE MPEACTABUTEIH) 00YYaIOUXCS;

- rpak/iaHe, paboTatolye no 10roBoOpaM rpaxaaHCKO-TpaBoBOro XapaKTepa;

- (u3nueckye ML, NPECTABUTENN KOHTPAreHTOB B PAMKAX MCIIOJHEHHUS JOTOBOPHBIX 00513aTebCTB;

- usuueckue nuua, noaasiwmre obpaienue B aapec Lkonbi;

- IOpHAMHECKHUE MLA, B PAMKaX UCTIOJIHEHHsI JOTOBOPHBIX 0053aTE/IbCTB WM BO MCMOJHEHHH TpeGoBaHHUi]
CO CTOPOHKI 3aKOHOAaTeIbCTBA Poccuiickoin ®eaepaumu;
- OpraHbl rocy1apCcTBEHHOM BJIACTH. K
2.2. O6beKTBl MHYOPMALUMOHHBIX OTHOLUEHHH

O6bexTamn HHPOPMALMOHHBIX OTHOIIEHHIA SIBISIOTCS

- “HpopMaLHOHHBbIE pecypchl LLkombl;



- TOCYIapCTBEHHBIE HH(OPMaLMOHHBIE cucTeMbl OniepaTopoM KoTopsIX siBiisietcst LLkobl;

- mpouecchl 06paboTkn MHpopmauuu B WHMOpMALMOHHBIX cucTemax LLIKosbl, MHPOPMaLIMOHHbIE
TEXHOJIOTMH, PErIaMEHTBI M NpoLeaypbl cOopa, 06paboTkH, XpaHeH sl 1 Mepeaauk HHOpMAaLH;

- MHpopMaUMOHHas MHPACTPYKTypa, BKIIOYAIOLLAS CHCTEMbl OOPabOTKM, XpaHeHHs M aHa/in3a
MH(OPMALWMK, NPOrpaMMHBIC M [POrPaMMHO-aNNAPaTHbIE CPEACTBA, B TOM UYMCAe KaHalbl CBA3M M
TEJIEKOMMYHHUKalIHH;

- CHCTEMbI 1 CPEACTBA 3ALUMTBI HHPOPMALMK, OOBEKTHI M [IOMELIEHHS, B KOTOPBIX pa3MelleHbl CpecTBa
06paboTku nHbopMaLMK.

2.3. lUenn obecneyerns nHPOPMALMOHHOMN GE30MaCHOCTH

OcHoBHOH wnenblo obecriedeHns uHGOPMALMOHHOM GezomacHocTH LLKOBI SBISIOTCS AeicTBus,
HanpaBJCHHbIC Ha NOCTHXKCHHE 3alUWThl CYOBEKTOB HH()OPMALMOHHBIX OTHOLIEHWH OT BO3MOIKHOIO
HAHECCHNA M MaTePUAILHOTO, (PU3HYECKOro, MOPATbHOTO WM MHOTO yllep6a, MOCPeACTBOM Clly4aiHOro
WJIK NIPEIHAMEPEHHOTO BO3AEHCTBHS Ha MHPOPMALMIO, B TOM YHCJIE:
- obecneueHus OTKa30yCTOMYMBOrO (bYHKUMOHHPOBaHHS NPOrpaMMHbIX
1 anmapaTHO-NMPOrpaMMHBIX cpeacTB LLIKonbl M npenocTaBIseMbIX CEpPBUCOB;
- COOJIIOZICHHS IPABOBOTO PEKMMA MCIIONB30BAHMS MACCHBOB M CPE/ICTB 06paboTku nHbopMaLmu;
- NPeAOTBPALICHHUS peann3alii yrpo3 6e30nacHOCTH MHGOPMALMK MPU OCYIIECTBICHUH AESTENbHOCTH
Ikosnel.

2.4. 3anaun obecneyeHnss MHPOPMALMOHHON HE30MaCHOCTH

Hoctrxkenne ueneit oGecneuerns MHGOPMALMOHHON GE30NacHOCTH U CBOHCTB unpopmauuu Lkosnsl
pelaeTcs cleyoWUMH 3ajauaMu:
- 3aLHUTBI OT HECAHKLIMOHWPOBAHHOTO I0CTYNA K HHYOPMALIHOHHBIM PECYpCam;
- PasrpaHH{CHUs JOCTyMa MOJIb30BaTENeH K MH(POPMALMOHHEIM, arfnapaTHbIM, MPOFPAMMHBIM W MHBIM
pecypcawm;
- PErUCTpalliM M NEPHOAMYECKOrO KOHTPOJIS ASHCTBMI Mosb3oBaTeseil npu o6paboTke 3alumiaemMoi
HHbOpMaLH;
- obecneyeHns ayTeHTHOUKALMK U UIEHTH(HUKALMKE [I01b30BaTENe, Y4YacTBYOLIUX B HHPOPMALMOHHOM
obmene;
- obecneveHns MCTPaBHOCTH MPUMEHSAEMBIX B MH(POPMALMOHHBIX cvcTemax LLIKO/bI CPEACTB 3allMTBI
HHpOpMaLIUH;
- *CBOCBPEMEHHOTO  BBIABICHHE MCTOMHMKOB yrpo3 Ge3onacHOCTH MHAOPMAaLMH, MPUYMH M YCJOBHI,
CMOCOOCTBYIOLIMX HAHECEHHIO YIlep6a 3aHHTEPECOBAHHBIM CYObeKTaM MH()OPMALIMOHHBIX OTHOLIEHMIA;
- CO3MaHMEM YCJOBMH NS MWHMMH3aLUMM HAHOCHMOTO yilepGa HENpaBOMEPHBIMH AEHCTBUSAMM, M
YCTPaHEHHE MOCNEACTBUI HapyLleHus nHopmalmoHHoit 6esonacHocTu B Llkosne.

Pewenne Boienepeuncnennbix 3anay B Lllkose ocymecrsasercs MoCpeCTBOM:
- Y'eTa BCCX MOJJIENKALMX 3aLUMTE MHDOPMALIMOHHBIX PECYPCOB;
- periiamMeHTauuu npoueccos 06pabotku uHopmaumnu, aeiicTuil pabotHukos LLkonsl, OCYLLIECTBISIFOLLUX
3KCIUTyaTalyio MPOrpaMMHBIX W MPOrpaMMHO-aNapaTHbIX CPe/ICTB, Ha OCHOBE  YTBEPXKICHHbLIX
OpraHH3aLHOHHO-PACTIOPAANTEIEHBIX JOKYMEHTOB T10 3aLUuTe HHQOPMALIKK;
- HasHauCHWA M NOArOTOBKOH pabOTHMKOB, OTBETCTBEHHBIX 33 OPraHW3aLMIO M OCYLLECTBICHHE
MeponpuATHi no obecrneyennio uupopmaLonHoit 6esonackocty B Lkoe;
- HAZIe/ICHHs KXK/10r0 pabOTHIKE MUHUMAJIbHO HEOGXOAMMBIMU MPABaMK TP paboTe B MH(POPMALIMOHHOI
HH(PACTPYKTYpe COrNIACHO MX JI0JKHOCTHBIM 06S3aHHOCTAM;
- CcoOmojeHnst BCeMM paGOTHMKAMHM, SKCIUyaTHPYIOLMMU M 00C/TYKMBAIOLMMH  [IPOTPaMMHBIE
NpOrpaMMHO-anmnapaTHele CPeACTBA, TPEOOBAHWH OpPraHM3aLMOHHO-PACTIOPSAUTEIbHBIX JOKYMEHTOB 10
BOMpocam obecrnedeHus MHPOPMAaLUMOHHO# 6e30MacHOCTH;
- TMePCOHANILHOH OTBETCTBEHHOCTBIO KaXKIOro paGOTHMKA 3a CBOW JeiiCcTBMS, YYacTBYIOLIEro B pamKax
CBOMX (DyHKLMOHAJIBHBIX OOSI3aHHOCTEH B mpoleccax aBTOMATH3MPOBAHHOH 06paboTKH vHpopmMaLUK u
MMEIOLIETO OCTYN K peCypcaM MH()OPMALIMOHHBIX CHCTEM;
- Peann3alMen TeXHOIOrHYECKNX MPOLIECCOB 06paboTKH MHOOPMALIMK C MCTIOMNb30BAHHEM KOMIIEKCOB

OPraHM3alLIMOHHO-TEXHUYECKMX MEp 3alUMTbl MPOrpaMMHOro obecrnedeHus, MPOrpaMMHO-anmnapaTHbIX
CPEACTB;




- TODHMHATHS Mep Mo o00ecneyeHuto (QU3MYECKOH LENOCTHOCTH MPOrpaMMHO-ANNapaTHbIX CPEACTB
#HOOPMAUHOHHBIX CHCTEM M MOJIEPIKAHUEM HEOOXOAMMOrO YPOBHS 3aLLMILEHHOCTH KOMITOHEHTOB;

- HCHOAB30BaHMA NpPOrpaMMHBIX M NPOrPaMMHO-aNMapaTHBIX —CPEACTB  3alUTBl  MH(OPMALMK
oOpabateizaemoii B 11Ikose ¥ aMHUHHCTPATHBHOMN MOMIEPIKKON UX MCIIOJB30BAHMSE

- pa3paloTKM M pealu3aluK NpeUIoNKeHUH 1o COBEPLICHCTBOBAHHIO CHCTEM 3alUUThl MHQOpPMALMK B
llixone.

3. IPUHIUIIBI OBECIIEYEHU ST I/IH(I)Oi"MAI_II/IOHHOI;'I BE3OITACHOCTH

OGecneyenne MHPOPMALMOHHON Ge30MaCHOCTH, JOMKHO OCYILECTBISTHCS B COOTBETCTBMM CO
CASAYIOLWHMMH OCHOBHBIMH MPUHLIMNAMMU!

[Ipuuuun 3akoHHOCTH

[Ipu BeiGope MeponpusTHii 10 3awmTe WHGOPMALMH, AOMKHO COBMOAATHLCS AeHCTBYlOLICE
3axon0aTensCTBO Poccuiickon @eaepaunn B chepe 3alunTsl HHGOPMALIUH.

Bee paboTHHKM 10/KHBI MMETh NpeiCTaB/eHne 06 OTBETCTBEHHOCTH 3a MPaBOHAPYLUEHHS B chepe
sammTel MHQopmaumu. [lporpaMMHo-annapatHble cpeacTBa, npumensiemble B LLIKOJE, HOMKHBI UMETD
COOTBETCTBYIOIIME JIMLECH3MH, O(HUMATbHO NpUOOpETaThCsi y MpeAcTaBUTENell pa3spaGoOTYHKOB ITHX
CPEACTB MM ABJIATHCSA MHTEJUIEKTYaNbHOM cOOCTBEHHOCTBIO LLIKObI.

puuuun cucremuocru

[lpn cosjaHuM CHCTEMBI 3alUMTHI JOMKHBI YYMTHIBATLCS AKTyajlbHBIE YrpO3bl GE30MAaCHOCTH
HHQOPMALIMH, BO3MOXHBIE OOBEKTBI M HAMpPABIEHUS aTakK Ha Hee CO CTOPOHBI HapywuTeneil. Cucrema
S2UMTEI 10/1KHA CTPOUTLCA € YYETOM HE TOJILKO M3BECTHBIX KAHANOB YTEUKH HHPOPMALIMH, HO U ¢ yUeTOM
BO3MOMHOCTH MOSIBJICHHUs! HOBBIX YA3BMMOCTEH B NPOrpaMMHOM 00€eceueHHH.

HpuHuHD KOMNJIEKCHOCTH

KomriekcHoe HMCrMo/b30BaHHE CPEACTB 3alUMTbl MHGOPMALMM MPEATNIONAaraeT COracoBaHHOE
IPHMEHEHHE DU NMOCTPOCHMH LIEIOCTHOM CHCTEMBI 3aLLMTbI, IEPEKPHIBAIOLLEH BCE CyLECTBEHHBIE YIPO3bl
Ge3onacHocTi MHpOPMALIMK. 3aIUTA JOTKHA CTPOUTHLCA ILIENOHMPOBaHO. DU3MUECKAs 3ALNTA JO/KHA
o0ecneunBarthCs (PU3NIECKMMHU CPEICTBAMM M OPraHU3aLMOHHBIMU MEPaMH.

[Tpu noctpoeHun, BHEAPEHNH M SKCIITYaTaLLIMK CHCTEMBI 3aLLMThI HH(OPMALHMK pykoBoacTBO LLIKobI
odecneynBaeT ycnoBus s 3G HEKTUBHOI KOOpAMHALMKH JEHCTBUA Bcex Jul, obecrneyuBalolmnx
#HDOPMALMOHHYIO 6€30MaCHOCTb.

IIpununn cBoeBpeMeHHOCTH

PaspaGotka cucTembl 3auThl MHGOPMALMK JOMKHA BECTHCh MAPaIENbHO © pa3paboTkoi
MHOOPMALMOHHON CUCTEMBI. DTO MO3BOJMT y4ecTb TpeGOBAaHMS GE30MaCHOCTH NpU MPOEKTUPOBAHWU
SPXMTCKTYpbl M, B KOHEYHOM cueTe, co3math Oonee 3ddekTUBHblE HHPOPMALMOHHBIE CHCTEMDI,
00aanaKlKe 10CTaTOYHBIM YPOBHEM 3alLUIIEHHOCTH.

[IpuHuun npeemMcTBeHHOCTH

[loctosnHOoe coBeplieHCTBOBaHME Mep M CPEACTB  3ALUMTHI MHQOPMALMKM HA OCHOBE
[IPSCMCTBEHHOCTH  OPraHW3aLMOHHBIX M TEXHMYECKMX pELICHHWH, KaApOBOrO COCTaBa, aHaiW3a
DYHKUMOHMPOBAHHS MHDOPMALIMOHHEIX CHCTEM M CHCTEMBI €€ 3allUThI C YUYETOM MU3MEHEHHWI B METOAAX U
CPeACTBax nepexsara MHHOPMALMK, HOPMATHBHBIX TpeGOBaHHit N0 3awuTe HHGOPMALIAN.

IIpuHuHD g0cTaTOYHOCTH

CootercTBie ypoBHs 3aTpaT Ha oGecrieueHue MH(POPMALMOHHON Ge30MacHOCTH W LEHHOCTH
HHOOPMALMOHHEIX PECYPCOB HA BEJMYHMHY BO3MOXKHOIO yuwepba OT WX pasrialleHus, YHHUTOKEHUS W
nekaxenus. Mcrmosnbsyemble Mepel W cpeacTBa  3alMTHl  MHDOPMAaLMM  HE  JOJKHBI yXyALIaThb
SProHOMMYECKHE MOKa3aTe M KOMIOHEHTOB HH(POPMALIMOHHBIX CUCTEM.

[IpuHuMnD oTBeTCTBEHHOCTH

Bo3noxeHne oTBETCTBEHHOCTH 3a obecrieueHne 6e30NacHOCTH nHpopmaunu 1 ee o6paboTKM Ha
Ka)X10ro paGOTHHMKA B Npejieiax ero nojJHOMOuMii. B COOTBETCTBUM ¢ 3THM MPUHLIMIIOM pacrnpeiesieHue
npas W 00sA3aHHOCTEH PAGOTHMKOB CTPOMTCSA TAKUM 0OPas’oM, YTOOHI B cllydae Ji060ro HapyleHus bl
M3BECTEH HAapyIUUTENb. . -

IIpuHuUN 060CHOBAHHOCTH H TEXHHYECKOI peajinzyemMocTH

HMHpopmauronHble TeXHOIOTHH, IPOrpaMMHbIe 1 NpOrpaMMHO-aNnapaTHel€ CPEACTBA, MEPbI 3ALLUThI
MHQOPMaLKMK 10/KHBI GBITH Peann30BaHBI MO COBPEMEHHBIM pelueHnsM, 060CHOBAHbI ¢ TOUKM 3peHHsl
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AOCTHXKEHHS 33[1aHHOrO YPOBHS 3aLUMLIEHHOCTH MH(POPMALMKM M 3KOHOMHUYECKOH Lenecoobpa3HOCTH, a
TaKXKe COOTBETCTBOBATL YCTAHOB/ICHHBIM HOPMaM M TpeOOBaHMSM 10 BE30MacHOCTH HHPOPMALIMH.

IIpunnun npogeccuonaninzma

Peanusauus mep 3amuTel MHbOPMaLMK W 3KCIJIyaTalUMs CPeACTB 3alUUThl MHGOPMALMK J0JKHA
OCYLUECTBIIATHCS NPO(ECCHOHANBHBIMH CMIELUATUCTAMM.

[puBieueHue crieuManu3nPOBaHHBIX OPraHU3aLMii K pa3paboTKe CPE/ICTB U Peann3aliy Mep 3aliUThl
MH(OPMALIMM, MOATOTOBJIEHHBIX K KOHKPETHOMY BHUIY AEATENLHOCTH 10 obecrieueHnio Ge3onacHocTH
MH(OPMALIMOHHBIX PECYPCOB, UMEIOLIMX ONBIT MPaKTHYECKOH paGoThHl M JIMLEH3NN Ha NpaBO OKasaHusi
yclIyr B 9TOH obnacTy.

IIpuHUMI MHHUMH3aUHH NPUBUJIETHIT MIOIb30BaTE/I€H

OGecneuenne nosb3oBareseil MPUBHICTUAMH MHHMMAJIBLHO JOCTATOUHBIMU /S BBIMONHEHUS UMH
CBOMX JOJDKHOCTHBIX 00s3anHocTei B [llkone

4. CTPYKTYPA OPTAHU3AIIMOHHBIX MEPOIIPUSITUI IIKOJIBI [TO OBECIIEYEHUIO
NHO®OPMAIIMOHHON BE30NNACHOCTHU OFBEKTOB 1 CYFBEKTOB
UH®OPMAIMOHHBIX OTHOIIEHHW IIKOJIbI

Wndopmaunonnas 6e3onacHOCTh 00beKTOB M CyObeKTOB MH(POPMALMOHHBIX OTHOWEHMI LLIKosbl

obecrneunBaeTcs NOCPEACTBOM OPraHU3aLK MEPOTNPHUSTHIA MO CJIEAYIOLIMM HAMPaBICHHSM:
- obecneyenne MHGOPMaLIMOHHOM 3aLMUTHl 00YHAIOIUXCS LIKOJBI;
- ofecnieueHre MHGOPMALMOHHONW  3alUMTHl  JAHHBIX, 00pabaTLIBAEMBIX C  HCIOJB30BaHHEM
aBTOMAaTHU3MPOBAHHBIX UHHOPMALIMOHHEBIX CUCTEM;
- obecneueHne MHOOPMALMOHHONM  3alUTBl  JaHHBIX, 00pabaThIBAEMBIX 0€3  HCMOJB30BaHMS
aBTOMATHU3UPOBAHHBIX MHHOPMALIMOHHBIX CUCTEM;

JlokanbHBlE HOPMATHMBHBIE aKThI, PErynuMpyloLMe opraHusauuio paGoTsl LLkonbl No kaxaomy w3
HalnpasJIeHUi1, pa3pabaThIBAIOTCS OTAEIBHO.

Jle/I0NpON3BOACTBO MO KaXKIOMy W3 HampaBiieHui (opMupyeTcs oTaenbHo. B HoMeHKnaType mno
KaXXI0MY U3 HanpaBJieHHH GopMUpyeTCs OTAENBLHOE AEIO.

5. OCHOBHBIE TPEBOBAHMUSI 110 3AILIMTE UHO®OPMALIMU
OI'PAHUYEHHOT O JOCTYIIA

Cuctema 3awmTel  MHGOPMAUMM  [O/DKHA MPEAYCMAaTPUBaTh KOMIJIEKC OPraHM3aLMOHHbIX,
NpOrpaMMHBIX M TPOTrPaMMHO-ANMNapaTHbIX CPEACTB M MEp MO 3aLUMUTE nmbopmauun B Mpolecce ee
obpaboTku.

Beinonnenue TpeGoBanuii nocTHraeTes 3a cueT peanusalunn Ha 06beKkTax MHGOPMATH3ALMK Mep 10
3amuTe HHpOopMaUUu:
- HAGHTH(HKALMK U ayTEHTUUKALMK CyOBEKTOB JOCTYINA W OOBEKTOB A0CTYIIa;
- YNpaBJIEHHIO JOCTYIIOM CyOBEKTOB 1OCTyMa K 00BEKTaM [0CTyNa;
- OrPaHUYEHHMIO NTPOrPaMMHOM Cpeibl;
- 3aLIUTE MAIIMHHBIX HOCUTEJIEH NePCOHANbHEIX JaHHBIX;
- perucTpauum cobbITHi 6e30MacHoOCTH;
- aHTUBHMPYCHOH 3alluTe;
- IPEIOTBPALLEHHE BTOPXKEHHIA;
- 00ecneyYeHHIO LENOCTHOCTH HHPOPMALMOHHOM CUCTEMBI M NEPCOHABHBIX JaHHbIX;
- 06€CNeYeHHIO JOCTYTHOCTH NEPCOHANBHBIX AaHHBIX;
- 3ALIUTHl TEXHUYECKHX CPE/ICTB;
- 3alUTHl HHPOPMALIMOHHOM CHCTEMBI, €€ CPEACTB, M NEPEeaad JaHHBIX;

Ilkona, kak obnanatenb MHGOPMALMK OrPaHMYEHHOrO J0CTYMA, NPU OCYILECTBACHUM CBOMX npas
obs3aHa:
- COOMONATh MpaBa M 3aKOHHbBIE MHTEPECHl MHBIX JIML; MPUHUMATH HEOOXOMMMbIE MEpbl MO 3aluTe
HHpOpMaLKy; .
- OrpaHuYMBaTh AOCTYN K nmbopmaunn €CIM TaKas OOS3aHHOCTb YCTAHOBJIEHA 3aKOHOAATEbCTBOM
Poccuiickoit @enepaummu.




B ToM uucne, lllkona Brpase, eciu MHOE He NpelyCMOTPEHO 3aKOHOAATENbCTBOM Poccuiickoit
Qenepaunu: ‘
- Pa3peliaTh WK OrpaHU4MBATb J0CTYI K MH(OPMALMH, ONPENENaTh MOPSA0K U YCIOBHS TAKOTO JOCTYNa;
- MCMIONb30BaTh MHGOPMALMIO, B TOM YHCJIE PACMPOCTPAHSATH €€, MO CBOEMY YCMOTPEHHIO; MeEpeaaBaTh
MH(bOPMALMIO 1PYTHM JIMLIAM Ha yCTaHOBEHHOM 3aKOHOAATELCTBOM POCCHIICKOI Denepauru OCHOBAHUM;
- 3allMuaTh yCTaHOBNCHHBIMU 3aKOHOAATeNbeTBOM Poccuiickoilt ®enepaunn cnocobamu cBoM npapa B
Clly4ae HE3aKOHHOTO NOJIyYeHHs! MHPOPMALMHU UK €€ HE3aKOHHOTO UCMObL30BAHMS MHBIMU JIMLAMM:
- OCYIIECTBJIATE HHBIE NCHCTBHS ¢ MH(DOPMaLIMEl MK pa3pellaTh OCYLUECTBIEHUE TAKMX JNEeNCTBUH, ecnu
3TM NIEHCTBUS HE MNPOTHBOpPEYaT (efepanbHbIM 3aKOHaM W JPYrum HOPMAaTHBHO-MPABOBBIM - aKTam
Poccuiickoii ®enepauum.

3awuTa nHGOPMALMH OrpaHUYEHHOTO A0CTYNA MPEACTABISIET COBOH MPUHSATHE OPraHU3aLMOHHBIX U
TeXHUYECKHUX MEP, HAMpaBJIeHHEBIX Ha:
- cobmoleHne KOHQUICHLMANBHOCTH HMHGMOPMALMK  (MCKITIOUeHUe HEMpaBOMEPHOro  JOCTYIa,
KOMUPOBaHHsl, MPEIOCTABJICHHS UJIH PAaCMpOCTPaHEHHMs HHPOpMaLIMK);
- obecreyeHHe ULENOCTHOCTH HMHPOPMALMK  (MCKITIOUEHHE HEMpPaBOMEPHOIO  YHHUUTOXEHHS  WJIH
MoaMULMpPOBaHUs HHGOPMALIMK);
- peammsauuio npaBa Ha JOCTYN K WHGOpMauuu (MCKIIOYEHHE HENpaBOMEPHOro GIOKMPOBAHMS
HHpopMaLUH).

Cpencrsa 3awmtel MHGOPMALMKM BHEAPAIOTCS MO pe3y/bTaTam MPOBEEHUA OUEHKH PHCKOB
HHDOPMaLMOHHOMN 6€30MacHOCTH.

Opranuzanus 3amwuTsr ungpopmauuu

Ilpu opranusaumn B Llkone  3awMTBl MHPOPMALMH, JOMKHBI  BbIMONHATHCS TpeboBaHUsl
@enepanbHoro 3akona ot 27.07.2006 Ne 149-®3 «06 MH(}OPMaUMH, MHOOPMALMOHHBIX TEXHONOTHSX H O
3auuTe HHHOPMALMNY», KOTOPBIE PEryJUPYIOT OTHOLUEHHS, CBSA3AHHBIE C YCTAQHOBJIEHHEM, U3MEHEHHEM U
MPEKpaIleHHEM pexnMa 00paboTki 3awmiiaemolt uHpopmaunn. B Tom umcrne TpeGoBanus o sawmmre
MHQOPMALWK, He COCTaBNSIOWIEH TroCyAapCTBEHHYIO TaliHy, colepxalleicss B rocyaapcTBEHHbIX
MHQOPMALIMOHHBIX CHCTEMAaX yTBEPIXACHHbIE npukazoMm OCTIK Poccuu or 11.02.2013 Ne 17 «06
YTBEPXKACHHH TpeOOBaHMi 0 3awmTe WMHGOPMALMM, HE COCTaBMAOLIEH FOCYNapCTBEHHYIO TalHy,
coaepxalleHcss B TOCYJAapCTBEHHBIX  WHPOPMALMOHHBIX  CHCTEMAxX»  JUIs roCy1apCTBEHHbIX
HHQOPMALIMOHHEIX CHCTEM, Mo KOTopbiM LlIkona snseTcs OnepaTtopom.

B Illkone, noMMMO peanusaLun OCHOBHBIX Mep 3aLLUThI MH(OPMALIMH, OCYLIECTBISETCS!:

- wuHbOpMMpOBaHWE, OOy4YeHHE M MOBBILIEHHE kBannpukauun pabotuukoB Illkonel B cdepe
HHOOPMaLMOHHOM 6e30MacHOCTH;

- METOZMECKas NOMOLLb pabOTHHKAM B Bonpocax oGecrneueHns MHHOPMaLMOHHON 6e30MaCHOCTH:

- @HaJM3 ¥ NOMCK BO3SMOXKHOCTEH MO MOBBILICHHUIO yPOBHSI 3aLUHLLEHHOCTH UH(OPMALAH.

HAns opranuzaumu sawutel uHbopmaumn  Llkona BIpaBe MPHUMEHATb CPEACTBA M METO.bI
TEXHWYECKOHN 3aLMTBI, NMPEANPUHUMATL JAPYrHe, He MPOTHBOpEvallye 3akoHoaarenbeTBY Poccuiickoi
@eaepauyu, Mepel.

B pamkax o6ecneuenus 3awuTel uHbOpMaLmH, B pamMKax TPYAOBbIX OTHOLUEHHH HE0OXOAUMO
O3HAKOMUTE MOA pOCTIMCh PabOTHMKOB, JOCTYN KOTOPHIX K MH(MOPMALMH OFPaHHUEHHOTO J0CTYyna,
HEOOXOZMM /15 BBLIMOJHEHUS UMM CBOMX JIOJDKHOCTHBIX obsi3anHHOCTEH, ¢ mepeuHem uHdoOpMaLMH
OFPaHH4CHHOr0 10CTYyNa, U NpUHATBIMH B Ll1kone Mepamu 3awuThl MHGOpMAaLHK.

OcoGenHocTH 3a1HTHI IEPCOHATBHBIX AAHHBIX

IMpu opranmsaumyn o6paGorku B Llkose NepcoHabHBIX AAHHBIX HEOBXOLMMO PYKOBOJICTBOBATHCH
TpeboBanuamu PenepanbHoro 3akoHa ot 27.07.2006 Ne 152-d3 «O NEePCOHANIBHBIX TaHHBIX).

[TepeyeHs mep, BeINONMHEHME KOTOPBIX O6ecmeunBaeT Llkona B KauecTse OmnepaTopa NepcoHaNbHBIX
A2HHBIX, I0JDKEH BKJTIOYATE: )

- HasHauenue B llIkosne oTBeTCTBEHHOIO 32 Opranu3aLMIo 06paGoTKK NEePCOHANIbHBIX JaHHBIX;
- Pa3paboTKy AOKYMEHTOB, ONpeaeNsionHX NPaBhia B OTHOLIEHHUH 00pabOTKH NepcoHaNbHEIX JAHHbIX B
llkosne, noKkanbHEIX aKTOB MO BOMpocam 06paGoTKH MEPCOHANbHBIX JAHHbIX;
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- MPUMCHCHUE OPraHW3alLMOHHBIX W TEXHHYECKMX MEp Mo obecrneueHuto 6e30nacHOCTH MepcoHaNbHbIX
A2HHBIX B COOTBETCTBHUH CO cTatheii 19 DenepanbHoro 3akona ot 27.07.2006 Ne 152-03 «O nepcoHanbHbix
AaHHBIXY;
- BBIMOJIHEHHE TPeOOBaHMH MO COCTABY M COAEPKAHMIO OPraHM3ALMOHHBIX M TEXHUUECKHX Mep o
odecneueHnio 6e30MacHOCTH NEPCOHANIBHBIX JAHHBIX MPH HX 06paboTKe B MHPOPMALIMOHHBIX CHCTEMAX
NEPCOHANBHBIX IaHHBIX yTBEPXKAEHHBIX [Iprkazom ®CTIOK Poccun ot 18.02.2013 Ne 21 «O6 yTBeprkaeHHH
COCTaBa M COAEPXKAHHMA OpPraHM3aLMOHHBIX M TEXHHUYECKHX Mep M0 obecneyeHHo 6e30MacHOCTH
NMEPCOHAJIBHBIX JaHHBIX MPH X 00paboTKe B HHHOPMALIMOHHBIX CHUCTEMAX NMEPCOHATBHBIX AAHHBIXY:
- OUCHKY BPE/ia, KOTOPbIH MOKET ObITh NPUUHHEH CYEBEKTAM MEePCOHANBHBIX AAHHBIX B Cllyyae HapyLLeHWs
®@epnepanbHoro 3akoHa Ne 152-03, cooTHoLIEHHE yKa3aHHOTO Bpela M NMPUHUMAEMBIX OMEPATOPOM Mep,
HanpaB/eHHBIX Ha ODeCreYeHre BbINONHEHHs 00s3aHHOCTEH, NpelycMOTPeHHbIX DefiepanbHbIM 3aKOHOM
Ne 152-@3; :
- O3HaKOMJIEHHE PabOTHHKOB LLIKOMBI, HEMOCPEACTBEHHO OCYLIECTBIMIOWMX 06paGOTKy nepcoHanbHbIX
A3HHBIX, C TOJIOKEHUAMH 3aKOHOAATeNbCTBA Poccuiickoit Penepaunn 0 nepcoHanbHBIX JaHHBIX, B TOM
9MC/Ie TPeOOBAHMAMM K 3alUMTE MEPCOHANBHBIX NAHHBIX, JOKYMEHTAMH, OMPEAeISIOWLUMHU TpeboBaHUsl
Lxosnsl B OTHOWEHMHM 06PaGOTKH MEPCOHaNbHBIX JAHHBIX H 00yUeHHe, Nnpu HEOOXOAMMOCTH, YKa3aHHBIX
pabOTHHKOB.

O6ecneuenne 6€30MacHOCTH NEPCOHABHBIX JAHHBIX JOCTHIAETCS, B YACTHOCTH:
- OMpeJieieHUeM Yrpo3 M HapyluuTeneil 6e30nacHOCTH MepCOHabHBIX JAHHBIX MpH HX 0OpaGoTke B
MHQOPMALIMOHHEIX CHCTEMaX MEPCOHANBHBIX IaHHBIX;
- ONPEAC/ICHHEM YPOBHS 3aIIMIIEHHOCTH MEPCOHANLHBIX JaHHBIX B COOTBETCTBMM C TpPeGOBaHMSIMMU
Iocranosnenus Ilpasurenscrea Poccuiickoit ®enepaumn ot 01.11.2012 Ne 1119 «06 YTBEPXKIEHHH
TpebOBaHM K 3alIMTE MEPCOHANbHBIX JAHHBLIX NMPU WX 06paGoTKe B MH()OPMaLIMOHHBIX CUCTEMAX
NEPCOHAJILHBIX JaHHBIXY;
= MPHMEHEHHWEM MpPOLIEALIMX B YCTAHOBJEHHOM MOPSIAKE MPOLEAYPY OLEHKH COOTBETCTBHS CPEACTR
3amMTEl HHQOpMaLMH;
- OUCHKOH 3(pGEKTMBHOCTH NPUHUMAEMBIX Mep MO 3alMTE MEPCOHANbHBIX AHHBIX 10 BBOAA B
3KCILTYaTalmio MHQOPMAaLUMOHHOM CHCTEMBI NIEPCOHANBHBIX AaHHBIX;
- BOCCTaHOBJICHMEM NEPCOHAJIbHBIX NAHHLIX, BCJCACTBUE MONy4EHHS HECAHKLUHOHWPOBAHHOTO JOCTYMNA K
HHM;
- YCTAHOBJICHMEM NpaBWJl 10CTyNa K NEPCOHaJbHbIM JaHHbIM, 06pabaTbiBaeMbiM B MH(BOPMALMOHHBIX
CHCTEMax MEpCOHAJbHBIX NAHHBIX, & TaKKe OOECNEYEHMEM pEerucTpalui M yuyeta BceX AeHCTBHIA,
COBEPLIACMBIX C MEPCOHANBHBIMH JaHHBIMH B MH()OPMALIMOHHBIX CHCTEMAX MEPCOHANBHBIX AaHHbIX
- KOHTPOJIEM 32 NPHHMMACMBIMU MEPAMH 10 3aLUMTE MEPCOHABHBIX NAHHBIX M OMNpEeeHHOr0 YPOBHS
32WHIIEHHOCTH HH(OPMALIMOHHBIX CHCTEMAX MEPCOHANBHBIX JAHHBIX B MPOLIECCE e 3KCITyaTalHH.

6. OCHOBHBIE TPEBOBAHMUSI K ITIPOIIECCAM OBECITEYEHUSI
HHO®OPMAILIMOHHON BE30OIIACHOCTH

MeToanueckoe pyKkoBoaCTBO, pa3paboTKy pelueHHMii Mo 3almuTe WHpOpMaLKH, cornacoBaHu1e BLIGOpa
CPEACTB  BBIYMMCIIMTE/BHOW TEXHHMKH, MPOrPAMMHBIX M MPOrpPaMMHO-aMNapaTHbIX CPEICTB 3alUMTHI
uHOpMaLIMH, OpraHn3aLmnio paboT MO BbISBIEHHIO BO3MOXKHOCTEH NPEAYNPEXRAEHUIO YTEYKH U CBONWCTB
3aUMIIAEMOii HH(OPMALKMK, aTTecTalmno 0GbEKTOB HHBOPMATH3ALMH ocyuectasier lkona.

®u3nueckasi 6e30NaCHOCTD.

IIpuHATBIE OpraHM3aLMOHHBIE M TEXHUYECKHE Mepbl N0 3awuTe nomeweHuit Llkonsl,
2BTOMAaTH3MPOBAHHBIX pabOuMX MECT MoJIb30BaTe el MHDOPMALMOHHBIX cucTeM LLIKoNbl 0GecneunBaoT
Peanu3alMIO CIIEAYIOIUX MED I10:

- PasrpaHuyeHMIO 10CTyna paGOTHUKOB B MomeleHus [LKombl B COOTBETCTBUM ¢ MX MOJTHOMOYHSAMU U
JAOKHOCTHBIMU 00S3aHHOCTAMM, ) .

- KOHTPOJIMPYEMOMY MNpeGbIBAHHIO NOCTOPOHHMX sl B nomewennax Llkonsl, B KoTopeix Bemercs
00paboTka MHHOPMALMK OrPaHMUEHHOTO AOCTyNa ¥ pa3MeLLEHb! annapaTHble CPeACTBa HHPOPMaLIMOHHOM
CHCTEMEI;




[Momeuienus 1LIKkonbl HOMKHBL ObITH 000PYAOBaHbl AETEKTOPAMHM OTHS W JIbIMa, OTHETYLUUTENSIMH,
CpeCTBAMM OXPaHHO-TI0XKAPHON CUTHAJIN3ALIUH.

TexHHueckue cpeacTa 06paboTky uHdopmaumu LLKoMb 10KHB ObITh 3aLIMLIEHBI OT NepeGoes B
nojadye SJIEKTPODHEPrHM TMyTEeM TNOAKIIOYEHMs] K  3JIEKTPOCETH C  MPUMEHCHHEM  HWCTOYHHKOB
BecnepeOOMHOro NUTaHMs.

[TopTraTHBHBIE TEXHUYECKKE CPEACTBA HE JOJDKHBI OCTABATLCS 3@ MPEAEIaMH KOHTPOIMPYEMOH 30HbI
LlIkonel Ge3 KOHTPOJISt O CTOPOHBI paboTHMKOB L1IKOBI.

Be3onacHocTb Ha pabouem mecTe '

3anpeliaeTcss BECTH 3amyiCh Maposied B OTKPHITOM BHIE HA MaTepHasibHbIX HOCHTENAX, 3a
HCKJIIOYEHHEM CITy4aeB, PerlaMeHTHPOBAHHBIX METOJOB XpaHEHHS.

JIOKyMEHTBI M HOCHTENX C MHpOpMaLyeld OrpaHMYEHHOro J0CTyna JOJKHbI yOuparscsi B
3aKpelBaeMble Ha Kmod Mecrta (ceiidel, wkadsl u T.L), mpu yxome ¢ pabodero mecra. Ha
aBTOMATU3UpOBaHHOM paGoueM mecte [Tonb3oBatenst pabouast ceccus 10JkHa ObITh NpepBaHa, paboumi
cTon 3a610KMpoBaH. BXo/ nonb3oBaTens B CUCTEMY HE JIOJIXKEH BBIMOJIHATLCS aBTOMATHYECKH.

JIOKyMEHTBI, cofiepxalude HHPOPMALMIO OrPaHUYEHHOrO JO0CTYMNA, JA0JDKHbI Cpasy H3bIMaTbCs W3
neYaTalolnX YCTPOWCTB. YTUnu3auus KoHQuAeHUManbHbIX A0KymeHToB B Lllkone ocyuiectsisercss B
COOTBETCTBMM C JEHCTBYIOLIMMKM TpeGoBaHWsmMKM W npaBuiaMu. [lpu MCnosb3oBaHMM MOOHIBHBIX
TEXHUYECKUX CPEICTB HEOOXOAMMO cOOIMOAaTh JONOJHHUTENIbHBIE MEPDI M0 PEraMEHTALHK W KOHTPOJIO
¥CTI0Ib30BaHMs B HHPOPMALMOHHON CHCTEME MOOHIBbHBIX TEXHUYECKHUX CPEICTB.

Haxos/JeHHe NpeACTaBuTeel I0PUANYECKHX JIML B paMKaX MCMONHEHHUs J0rOBOPHBIX 00A3aTeNbCTB
8 MOMEIIEHHSX, B KOTOPHIX BejeTcs 06paboTka HHMOPMaLMK OrpaHUYEHHOrO A0CTYyNa HHPOPMALMOHHOH
CHCTEMBI, BO3MOXHO TOJILKO B COMpPOBOXIAEHUH paboThHuka LlIkonel, gonyiieHHoro 10 o6paboTku Takow
uHbopMaLmH.

PasMmelleHre TEXHUYECKHX CPEeCTB BbIBoJa MHpopMaLunK B nomemenusx Lkonel npounssoautes ¢
Y4ETOM KCKJIFOYEHHS] BO3MOXKHOCTH BH3YallbHOrO MPOCMOTpa MH(OpMaLMKU MOCTOPOHHUMHU JIMLAMH H
paboTHHUKAaMH, He JJOMYIIEHHBIM K paboTe ¢ JaHHOH MHpOpMaLKen. B

TeXHMYECKHE CPEICTBA JOJDKHBI pasMeliathesi M XPaHUTbCS TaKMM 00pa3oM, 4ToObl COKPaTHThL
BO3MOXKHBIM PUCK MOBPEXIACHHUS W YrpO3bl HECAHKLIMOHMPOBAHHOTO JOCTYMa.

Texuunveckoe o6cay:xkuBanue 060py10BaHHs

Texuuueckue cpeactsa Lllkoabl JOMKHBI MPOXOAHWTb HAa PETYSAPHOA OCHOBE CEPBMCHOE
00cIy)KHBaHKE B COOTBETCTBHHM C PEKOMEHIALMAMM NPOU3BOANTENEN 000PYI0BAHHA.

PemoHT W cepBucHOoe o0OciyxMBaHWe OOOpYJOBaHMs  JIOJKHBI  BBIMOJIHATLCS — TOJILKO
KBaMPHULMPOBAHHBIMU CTIELIMATTUCTAMH.

TexHuueckoe o6cyuBaHHE 000PYLOBaHUS CTOPOHHUMHU OpPraHU3aLMAMHU HE J0JDKHO NMPUBOAMTE K
PHCKY HapylueHUs KOHGUIEHUMAIBHOCTH 3aluilaeMoil nHopmaLnu.

B3aumopeiicTBHE ¢ TPETHHMH JHLIAMH

B nensx obecnevyenus: uHGopmauroHHoi 6e3onacHocTH Llkosa npu B3aMMOAENCTBUM C TPETbUMH
AMLAMH JI0JDKHA BBIMOJIHATD CJIEAYIOLIUE MEPONPUATH:
- MO 3aKJIIOYEHHUIO COMJIAllIEHHs O HepasrialleHuH MHPOpMaLKh OrpaHHYEHHOro A0CTYMNa, MOJy4EHHON B
XOJIE UCTIOJIHEHUS IOTOBOPHBIX 0053aTENbCTB;
- MO OCYLIECTBJIEHUIO KOHTPOJs 3a JEHCTBHMSMM [peACTaBUTENeH KOHTpareHTOB B Mpejesax
KOHTpoJKpyemoi 30Hb! LLKosbI.

YnpagJienne sHU3HEHHBIM HHKJIOM HHPOPMAUNOHHBIX CHCTEM

MeponpusTisi B MpoLecce KH3HEHHOro LMkaa HHpopMauMOHHbIX cucTeM LLKobl 107%kKHbl ObITH
HanpaBieHbl Ha oOecrneueHWe 3aluWTbl MHpOPMALMU MpU BBOJAE B JEHCTBUE, DKCIUTyaTaLMH,
COMpPOBOXAEHUHM ¥ MOJEPHU3ALMH, BHIBOJA M3 DKCIITyaTaLMH. _

OcHoBaHueM npyu pa3paboTke HHGOPMALMOHHBIX CUCTEM JOJDKHBI SBSTHCS PELUEHUSs, MPUHSATbIE HA
craguu QopmupoBaHus TpeOOBaHWi, colepxalide TpeOOBaHMs, B TOM YMCJE MO CHCTEME 3aLLMTBI
uH(popMaLHH.
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PaGoTel M0 MoJepHU3aLMK MHPOPMALIMOHHOM CUCTEMBI, B TOM YHCJIE 110 YCTAHOBKE MPOrpaMMHOI0O
»GecnieyeHust 1 OGHOBJICHHH, IOJKHBI TIPOBOAMTHCS B Hepabouee BpeMs MJIM BPEMS HAUMEHbLIEH paboueh
Harpy3Ku.

[lpu BbIBOJE M3 OKCIUIyaTaUMW  HMHPOPMALMOHHBIX  CHUCTEM  JOJDKHO — OOECreuMBaThCH
rapaHTHpOBaHHOE y/JaleHue o0padaTbiBaeMO U XpaHUMOMN B HUX MH(OPMALIMHK C UCTOJIb30BAHWEM CPE/ICTB
F28paHTUPOBAHHOIO YHMYTOXKEHWsI HMHOpMaUMK MM nyTeM (U3MYECKOrO YHHYTOXKEHHSA HOCHTENIEH
uadopmaLMH. 3

KoHuTposb focTyna k HHGOPMaLHOHHBIM CHCTEMaM )

Bee paGorhuku 1llkonsl, momyuieHHble K paboTe ¢ MHPOPMALMOHHBIMM CHCTEMaMH, HECYyT
NePCOHANIbHYIO OTBETCTBEHHOCTD 3a HapyileHHs yCTaHOBJIEHHOrO Nopsika 06paboTku HHPOPMALIMK.

VpoBeHb MOJIHOMOYMH MoJb30BaTess B MHGopMaLoHHOH cucteme LLIKObI 10/KEH ONpeaesToCs B
COOTBETCTBHH C €ro JODKHOCTHBIMU 0053aHHOCTSAMM.

Joctyn mnons3oBareneit Kk nHGopMauMoHHBIM cuctemaM LLIKOJIbI JOMKEH KOHTPOJIMPOBATHLCS
2IMHHUCTPATOPOM MHPOPMALMOHHON CUCTEMBI.

Hpentudukanus n ayreHTHGUKALHS

JlocTyn noJsib3oBaTesieil K MHPOPMALMOHHBIM CHCTEMaM JIOJDKEH MMPEAOCTABIIATLCH TOJIbKO MOC/e
VCIELIHOro 3aBepIleHUs HACHTUDUKALMH, Ay TEHTU(PHUKALIMH.

[MonyueHue nosp30BaTesieM UMEHH B MHGOPMAaLIMOHHOM CUCTEME M NApoJisl, KOTOpblE 00ecneYnBaoT
ZocTyn K WMH(OPMALMOHHOM CHUCTEME, JO/KHO OCYLUECTBJATBCS [0 MPEACTABIEHUIO PYKOBOAWTES
Hixonel.

YnpasieHue 10CTynom

B Lkone JIOJI’KHO OCYLLECTBISATLCS ynpaBieHue JOCTYTIOM
& uHDOPMALMOHHOW CHCTEME MOCPEACTBOM peann3alMd HeOoOXOIMMbIX METOJO0B, THMOB W MpPaBHII
pasrpaHuyeHus 10CTyNna MoJib3oBaTesisiM MHpopmalMoHHOK cuctemsl Llkosbl. B Tom uncne, obecneuen
IAWMIICHHBIM  yJaleHHbId  J0ocTyn cyOBeKTOB jgocTyna K oOBeKkTam JOCTyna uepe3 BHELUHHE
#HOOPMaLIMOHHO-TEIEKOMMYHUKALIMOHHBIE CETH.

Be3zonacHocTh npu padoTte ¢ HOCUTEJSIMH HHPOPMALHH

Hcnone3oBaHne CbEMHBIX MalMHHBIX Hocutened MHGopmauuu B lllkone B MHBIX wLensx cTporo
3aMpeLIeHO.

CbeMHble MallIMHHBIE HOCUTENW HH(OpPMAaLIMK I0JKHBI XPAHWTCS B 3aKpbIBa@MbIX Ha K04 LiKadax,
2 MOMELIEHUSX B KOTOPBIX MpeaycMoTpeHa obpaboTka HHPpOpMaLMK OrpaHHYEHHOrO A0CTYNA.

B cnyyae Kkpaxxu WM MOTEPH CBEMHOINO MAlUMHHOIO HOCHTENs MHGOpMaUMM, a TakkKe HHBIX
MHLMICHTOB, KOTOPbIE MOTYT MPHUBECTH K HapyLUEHHIO CBOMCTB MH(OpPMALMKU OrpaHHHYEHHOro 10cTyna,
JOMAHBI TPOBOANTHCS MEPOMPUATHS MO pacc/ieJ0BAHUIO TAKUX MHLMAEHTOB.

[lpu BbIBOJE M3 JKCIUTyaTalMM CBEMHOTO MALUMHHOIO HOCHTENs WHpOpMalMH, BCe JaHHbIE,
XpaHslIHeCs HAa HEM, JOJDKHBI OBITh YJaleHbl YNOJHOMOYEHHBIM COTPYAHHMKOM M3 4Mciia pabOTHUKOB
CPEACTBOM rapaHTHPOBAHHOIO YHHUUTOXEHHUS MHPOPMALMHU.

Perncrpauust coobITHii
B lllkone nomikHa OCYLIECTBATHCS pEerucTpalry coObITMH O€30MacHOCTH Ha BCEX KOMIMOHEHTAX
unbopmauroHHbIX cucteM LlIkouel, B KOTOpBIX 00pabaTeiBaeTes 3aluiaemas HHpopmaums.

AHTHBHPYCHAsI 3aIHTA

B nensx obHapy»KeHHs M ycTpaHeHHsl BpeLOHOCHBIX nporpamm B LlIkose nomKHBI HCMOAB30BATHCS
CPEACTBA aHTUBUPYCHOM 3aLUMThl HH(OpMaLIUH. -

O6s3aTeIbHOMY KOHTPOJIIO CPEACTBOM AHTHBMPYCHOM 3alMThl MHGOPMALIMK A0/IKHA MOAIEkKATE
a0bas uHpopmauus (TekcToBble (ainbl 100X GopmaToB, (aifabl JaHHLIX, WCNONHSAEeMble (aibl),
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lonyyaemas M MnepeaaBaeMas Mo JIOKaJbHOH BBIYMCIMTEbHOM CETH B TOM YMCJIE M CETAM OOLLEro
I071E30BaHMS, @ TAKXKE MH(POPMALLKS, XPAHUMAs HA CbEMHBIX MALIMHHBIX HOCUTENSX HH(bOpMAaLHK.

[lpu ycranoBke mnporpaMMHOro obecrneueHuss WM ero OOHOBJIEHMS JOJDKHA aBTOMATHYECKH
IBIMIOJIHATBCS  MPEIBAPUTENIbHAS TPOBEPKA JAHHOrO MpPOrpaMMHOro o0ecreyeHus Ha OTCYTCTBUE
$PEIOHOCHOTO MPOrpaMMHOro obecrneveHus. "

OGHoBenue 6a3 CUrHATYp JUIS CPEICTBA AHTHBUPYCHOM 3aIUMThl HHHOPMALIMK J0JKHBI OOHOBATHCS
3KE/IHEBHO. .

[Monb3oBaTeny, 6e3 npaB cucTeMHOro agMUHKCTpaTopa LLIKOMbI, He JOMKHBI UMETh BO3MOXHOCTb
BOMyYEHHA JOCTyna K KOHPHIYpaLui aHTHBUPYCHOTO CPE/ICTBA 3ALLMThI UM €M0 OTKJIIOUYEHHUS.

Hcnoab3oBaHue NporpaMmMHOro oGecrneyeHus

Bei6op nporpammHoro obecneueHus As NpoM3BOACTBEHHBIX Hy K LLIKOBI 10KEH MPON3BOAUTBLCS
B IPHOPHTETE K OTEYECTBEHHOMY, BHECEHHOMY B ENMHBIN peecTp pocCHHCKUX MPOrpamMm JUist 31EKTPOHHBIX
BBIYHCIIUTENIBHBIX MallWH W 6a3 manHbIX. B cmyyae otcyTterBus ananora B Equnom peectpe poccuitckmx
AporpaMM ISl SJICKTPOHHBIX BBIYMC/MTENBHBIX MAalUMH M 0a3 JaHHBIX [OMYCKAETCS MCMOJIb30BaTh
ApOrpaMMHOr0  00ECreYeHUE WMIOPTHOrO MPOM3BOACTBA TOJILKO TMOC/AE MOJYy4eHMs COriacHs B
AMCBMEHHOM BHMJE OT YMOJHOMOUYEHHBIX BEJIOMCTB.

Hcnonb3osanue cpeacTs Kpunrorpadguyeckoii 3aumrbl HHGopMannu

O6ecneuenne 3amuTel MHGOPMALMKM OrPAaHMYEHHOTO AOCTYNA OT PACKPBITHA, MOAM(PUKALMK M
HaBsA3bIBaHMsA (BBOJA JIOXKHOH MHpOpMALMK) NpH ee nepenadye (MOArOTOBKE K Nepefaye) o KaHaaam CBsI3u,
HMEIOLIMM BBIXOJ 33 MPEAEeNbl KOHTPOJMPYEMOH 30HBI, 00ecrneYMBacTCss MPUMEHEHHEM CpeCTB
xpunTorpaduyeckoil 3amuTel HHPOPMALIUH.

IIpnoGperenne cpencts kpunrorpaduueckoii 3awmtsl nHGopmaunn Llkonsl ocymecTBaseTcs Ha
OCHOBaHHH JIOTOBOPOB W KOHTPAKTOB C JMUAMH, UMEIOLWMMHU AeHcTBYowLyto nueH3nio ®CB Poccun Ha
OCYWIECTBJICHHE [JEATENILHOCTH M0 pa3paboTke, NPOW3BOACTBY, pACMPOCTPAHEHHIO IMPPOBATBHBIX
{xpunTorpaguyeckux) CpeACTB, HWHPOPMALMOHHBIX CHCTEM M  TENEKOMMYHHKALMOHHBIX CHCTEM,
S2MMUICHHBIX C MCMONIb30BAHUEM LIM(PPOBAIBHBIX (KpUNTOrpadUuecKnX) CPEACTB, BBINOIHEHHIO paboT,
OKa3aHHIO yciIyr B o6nacT wrudpoBaHus HHOOPMALIMH, TEXHUYECKOMY O6CIyKMBAHHIO LIM(POBATBHBIX
(xpunTorpaduyeckux) CpeacTB, HMH(GOPMALMOHHBIX CHCTEM U  TENEKOMMYHHKALMOHHBIX CHCTEM,
S2MMLICHHBIX C HCMOJIb30BaHWEM WWH(POBaAbHEIX (KpUNTOrpaduuecknx) CpPeacTB (3a MCKIHOHUEHHEM
€ayudad, €CIM TexHW4yeckoe 0oOcCayxuBaHue WHMPPOBANbHLIX  (KPUNTOrpaguUeckux) CpeacTs,
#HOOPMALMOHHBIX CHCTEM M TEJICKOMMYHHKALMOHHBIX CHCTEM, 3alLULIEHHBIX C HCIOJb30BAHUEM
mHPpoBaNbHBIX (KpUNTOrpadUUECKHX) CPEACTB, OCYLIECTBISETCS 415 obecredeHns cOOCTBEHHBIX HYXL
FOPHAMYECKOTO JIMLIA WIM MHAWBHAYAIBHOTO MpeANpPUHUMATEIS.

Hcnoabs3oBanne 3JIeKTPOHHOM MOYTHI
OJNeKTpOHHas TMouTa [JOJKHA MCnonb3oBatbes B Llkone ¢ uenblo opranmsaumn  oGmeHa
3AEKTPOHHBIMH COOOLIEHUAMU MEXIY PabOTHHKAMHU M CyOBEKTaMHU HHQOPMALMOHHOM 6€30MacHOCTH.
IIpu KCrOIE30BaHMH 3TIEKTPOHHOM MOYTHI 3aMpPeLaeTCs:
- 00MeH uHpopMauMedt 1 cykeBHOro Nosb30BaHKs, a TakKe MHOPMALIMEi OrpaHHYEHHOTO AOCTYMa;
= MpEAOCTaB/IEHHE 0CTYNa K 3JEKTPOHHOM MoYTe C MCMONb30BAaHWUEM AAHHBIX CBOEH y4YeTHOH 3amnucu
TPETBUM JIHLIAM;
- myGmKaums CBOEro ciy»keGHOro afpeca 31eKTPOHHO MOYTHI B 3NEKTPOHHBIX KATaNiorax, Ha MOUCKOBbIX
MalIMHAX U IpYTHX pecypcax ceTH MHTepHeT B uensx, He CBA3aHHBIX ¢ UCMOTHEHUEM CBOMX JOKHOCTHbBIX
00s13aHHOCTEI;
- IOAMKCKA 110 3IEKTPOHHOH NOYTE HA Pa3/INYHbIE PEKIAMHBIE MATEPHAJIbI, JINCTBI PACCHIIKH, 31EKTPOHHBIE
AYPHajbl M T.JL., HE CBSI3aHHBIE C BBIMOJIHEHUEM MMOJIb30BATEJIEM JA0KHOCTHBIX 00S3aHHOCTE;
- OTKpBITHE (3aMyCK Ha BBINOJIHEHHE) (PaiiioB, MOTYYEHHBIX 110 3JEKTPOHHOM MOYTE WK U3 pecypcoB ceTH
Hurepuer, Ge3 npeiapuTe/ibHOI IPOBEPKH UX AHTHBUPYCHBIM TPOrpaMMHBIM 06ecreYeHHEM.
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PaboTa B ceTsix 001Ero noJib30BaHHUSA )

LlIkona ocraBnsieT 3a co6oi npaBo OJOKMPOBaTb MM OFPaHMYMBATHL JOCTYM PabOTHUKAM K CETAM
B34 0o011ero nojib30BaHus, B TOM yucie ceTd MHTepHeT, coaepKaHWe KOTOPBIX HE UMEET OTHOLIEHUS K
ECTIOJIHEHHIO JIOJDKHOCTHBIX 00s3aHHOCTEH, a Takke K MHPOPMALMOHHBIM pECypcaMm, COAEPKAHUE H
FanpaBJICHHOCTb KOTOPBIX 3aMpelleHbl 3aKkoHoaaTebcTBOM Poccuiickoit Peaepaunu.

Ipu ucnons3oBaHuK ceTu MIHTEpHET 3anpelleHo: 4
- HCTOJIB30BaTh npenocraBieHHbld LlIkonoi noctyn B ceTb MHTEPHET B IMUHBIX LIENAX;

- HCMONB30BaTh HECAHKLIMOHUPOBAHHbIE MPOrpaMMHbIE W MPOrpaMMHO-annapaTHblE  CPeACTBa,
MO3BOJISIOLIME MOMYYHTh HECAHKLIMOHUPOBAHHBIH 10CTYN K c€TH MHTEpHET;

- myOIMKOBaTh, 3arpy)KaTh M PaclpoCTpaHiTh MaTepHabl, COAEPIKaLLME HEJOCTOBEPHYIO HHGOPMAaLIKIO O
Lixone, a Taoke panbcuduumposats cBoi IP-agpec.

PesepBHoe KONMpPOBaHHE U BOCCTAHOBJICHHE JAHHBIX

YacToTa U pexuM pe3epBHOr0 KOMUPOBaHUs yCTaHaBIMBAIOTCS TakUM 00pa3oMm, 4ToObl obecneunTs
MHHHMAJIbHYIO MOTEPIO AaHHBIX M OMEPaTHBHOE BOCCTAHOBJIEHHE.

Hactpoiika pe3epBHOro KOMUPOBAaHUS M BOCCTAHOBJIEHHS PECYpPCOB MH(MOPMALMOHHBIX CHCTEM
HIxosb! 10JDKEH NPOBOAUTL YIOTHOMOYEHHBIH COTpYAHUK LLIKonBI.

Pe3epBHOE KOMMPOBaHKE NOKHO OCYILECTBISATECS B aBTOMAaTHYECKOM pPeXHUME.

7. OCHOBHBIE TPEBOBAHUSI K IIPOINECCAM
YIIPABJEHHUS HHOOPMAINIMOHHON BE3OITACHOCTBIO

YnpasJieHne pucKaMH

OnpeneneHue BHYTPEHHHX TpeOOBaHUI Mo 3awuTe MHGOPMALMH, AOJKHBI OCHOBBIBATbCSA Ha
pe3ynbTaTaX TNpOBEJCHUS aHalu3a pHCKOB HapyLIEHHS OCHOBHBIX CBOWCTB 6e30MacHOCTH A
uHpOpMalMOHHBIX pecypcoB LIkosel.

OCHOBOI1 OLIEHKHM PUCKOB HOJKHA OBITh OLEHKA YCIOBMHA M (AaKTOPOB, KOTOpbIE MOTYT CTaTh
OPHYMHON HapyLIEHUS LENOCTHOCTH, KOH(PHUACHUMANBHOCTH M JOCTYMHOCTH Ui MH(MOPMAaLMOHHBIX
pecypcos Lllkonsl.

PesynbraroM npoBeneHMs aHajiu3a pPUCKOB JIODKEH ObITh pa3pabOTaHHBIA KOMMJEKC Mep,
HAaNPaBJICHHBIX HA CHIDKEHUE BO3MOXHOIO HEFATHBHOTO BJIMSIHUSI HA OCHOBHYIO AesiTesIbHOCTb LLIKoBI MpH
peanu3alMM TOH MM WMHOHM yrpo3bl Ge3onacHocTH MHGopmauuu KM obecneuyuBarolMX B JajbHEHLLEM
AOCTAaTOYHBIH yPOBEHb 3aLIMLIEHHOCTH MHPOPMaLMOHHbIX cucTeM LlIkonsbl.

IloBbIIeHHE 0CBEIOMJIEHHOCTH PaGOTHHKOB

B pamkax opraHM3auMH KOMIUIEKCHOTO MpPOTMBOJAEHCTBUsS yrpo3aM 6e3onacHOCTH MHbOpMaLKK,
HexoaawuM ot paborHHkoB llkona n0/MmKHA MOCTOSIHHO MOBBILATHCS MX OCBEAOMJIEHHOCTb B 00JaCTH
3amuUThl HHQOPMaLIMH.

[ToBeieHHE OcBeAOMIIEHHOCTH paboTHHKOB ILIkobI OCyLIECTBASETCS:
- no cyuecTBytowum B llIkone opraHM3aLMOHHO-PacIOPSAUTENbHBIM JOKYMEHTaM;
- no npumeHsieMbM B LlIkone Mepam 3aimuTel HHGOpMaLMK;
- 10 MPaBUJIEHOMY HCIOJIb30BAHUIO CPEICTB 3aLIMTHl HHOOPMALIMH.

8. BAKJIIOYEHHUE
[Ipn n3MeHeHuu aeiicTByroulero 3akoHomatenbcTBa Poccuiickoit Depepaunu B 0o6nacTH 3alyuThl
HH(pOpMaLIMK, a TAKXKe OpraHU3aLHMOHHO-PACMOPSAUTENIbHBIX 10KyMeHTOB LIkonbl HacToswas [loanruka n
M3MEHEHUS K HEl MPUMEHSIIOTCS B YaCTH, HE MPOTUBOpEUAlLei BHOBb MPHUHATHIM 3aKOHOATENbHBIM U MHBIM
HOPMAaTHBHBIM aKTaM, a TaK)Ke BHYTPEHHUM noKyMeHTaM LU konbl. )
Bce TpeGoBaHMs, ycTaHOBNEHHblE AEHCTBYIOLIMM 3aKoHoAaTenbcTBOM Poccuiickoit denepaunu,
MOJ3aKOHHBIMU aKTaMM M JIOTOBOPHBIMHM OTHOLIEHMAMH, a Takxe noaxoa lllkonbl k obecneueHuro
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DOTBETCTBHS 3THUM TpPEOOBAaHUSIM JOKHBI OBITH SBHBIM 00pa3oM onpeaeneHsl, JOKYMEHTUPOBAHbLI U
DAACPKUBATBCS B aKTYaJbHOM COCTOSHHM.

Ulkonoit B npuoputeTHOM HanpaB/ICHUH NOJDKEH pPacCcMaTpUBATLCS MEpPeXon Ha nporpammMmHoe
BecneyeHre OTeYeCTBEHHOTO TTPOM3BOUTENSI, BKIIOYEHHOTO B €IMHBIH PEECTp POCCHICKHX nporpamm as
ACKTPOHHBIX  BBIYMC/IMTENIbHBIX MallMH M 6a3 JAaHHbIX. B Tom wuucie mo 4acCTH~ CEPBEPHOrO,
DMMYTaLlMOHHOIO 060pyI0BaHUS U TIpOrpaMMHO-annapaTHbIX CPeACTB, BKJIHOYEHHbIX B EauHbIH peectp
OCCHICKOM paMOdIeKTPOHHOH MPOAYKLUMH. ‘

IlepecmoTp u BHeCeHHE H3MeHeHNI B HacTosyto [lonnTrky ocywecTBastores Ha NEepUOAUYECKOM U
ESIUIaHOBOI OCHOBE. :

9. CIIUCOK ACITIOJIb30BAHHBIX UCTOYHUKOB

“DezepanbHelii 3aK0oH oT 27.07.2006 Ne 149-03 «O6 MH(OPMaLIMK, HHPOPMALMOHHBIX TEXHOIOTHSIX U O
@mmTe HHhOopMaLHU».

L®enepanbublii 3akoH ot 06.04.2011 Ne 63-03 «06 3JIEKTPOHHOH MOAMUCHY.

ilocranoBieHne TpaButenscta Poccuiickoii OGenepaunn or 16.04.2012 No 313 «06 YTBEPKIEHHU
HonokeHns O JIMUEH3MPOBAHMM AEATENBHOCTH MO pa3paboTKe, MPOM3BOACTBY, pPacrpoCTPaHEHHIO
BHQPOBaLHEIX (KPUNTOrpaduuecKux) CPEeACTB, MHDOPMALMOHHBIX CHCTEM M TeNeKOMMYHHMKALMOHHBIX
SECTEM, 3ALUMILEHHBIX C MCMOb30BAHMEM LIM(POBATBHBIX (kpunTorpaguyecKUX) CPesCTB, BbINOMHEHHIO
paBOT, OKa3laHMIO ycnyr B 06NacT wrpoBaHHus MH(OPMaLMHK, TeXHHUEeCKOMY 00Cy)KHBaHUIO
mmdpoBanbHLIX (KpUNTOrpaduuecknx) cpeacTs, MHDOPMALMOHHBIX CHCTEM M TeNeKOMMYHHKALMOHHbIX
EWCTEM, 3ALIMUICHHBIX € MCMOJBL30BAHMEM  LIM(DPOBAILHBIX (kpunTorpaduuecknx) cpeacts (3a
SEICTOUCHHEM ClTyyas, eClM TEXHMIECKOE 06CITyKNBAHHE WNH(POBANLHBIX (kpunTorpaduyeckux) cpeacts,
ESDOPMALIOHHEIX CHCTEM W TCIICKOMMYHHUKALIMOHHBIX CUCTEM, 3alMIIEHHBIX C HCMOIb30BAHUEM
EHdPOBaNLHBIX (xpunrorpaduueckux) cpeacts, OCYLIECTBISACTCA 11 0OecneeHns COOCTBEHHBIX HY KA
SOPHAHHCCKOTO JTMLA UITH HHAMBHAYABHOTO NPeANPHHUMATENS)».

£Ilocranosnenne Ilpasurenscrsa Poccuiickoii Genepaunn ot 01.11.2012 Ne 1119 «06 YTBEPXKIEHHUH
TpebOBaHMii K 3alUMTE NEepCOHANBHBIX AAHHBIX npu ux o6paGoTKe B MHPOPMALMOHHBIX CHCTEMaX
BEPCOHAIBHBIX IaHHBIXY.
Sdlpukas OATICHU ot 13.06.2001 Ne 152 «O6 yTeepxaeHun MHcTpykunn o6 oprannsaumnm u obecneyennmu
©e30nacHOCTH XpaHeHWs, oGpaboTkH | fepellain no KaHanam CBSI3M C MCMOJIL30BAHMEM CPEICTB
SpHUITOrpaQuyecKot 3aIUMTH MHpOpPMALMU ¢ OTPaHMYCHHBIM JOCTYMOM, HE COAEpXKallell CBEACHHMI,
SOCTABJISIOMMX IOCYIapCTBEHHYIO TalHy».

8.01puxas ®CB Poccum ot 09.02.2005 Ne 66 «O6 yTBepxiaeHuH [TonoxkeHns o paspaGoTke, Npon3BoACTBE,
PERAM3ALMK M OKCIUTyaTalMM LK pPOBanbHbIX (KpunTorpauyeckux) CpeacTs 3alumThi HHpopmaumu
(THoaoxenne [TK3-2005)».

TXlpuxaz ®CTIK Poccun ot 11.02.2013 Ne 17 «O6 YTBEPXKACHHH TpeOOBaHUH 0 3atuuTe HHDOPMaLK, He
SOCTABIAIOLIEH TOCYNIApCTBEHHYIO TaiiHy, comepkalueiics B rOCYAapCTBEHHBIX  MH(OPMaLIMOHHBIX
CHCTEMaX ).

8llpukas OCTIK Poccunm or 18.02.2013 Ne 2] «O6 yTBepxkneHMM cocTaBa M coaepxaHus
OPraHH3alMOHHBIX U TEXHHYECKUX Mep Mo obecrneyeHnto 6e30nacHoCTH MEPCOHANBHBIX JAHHbIX MPH UX
00paboTke B HHHOPMALIMOHHBIX CHCTEMax MePCOHAJbHBIX AaHHBIX.

9.Tlpuxas ®CB Poccun ot 10.07.2014 Ne 378 «O6 yrBepxaeHun Cocrasa 1 coaepkaHus OpraHu3aLHOHHbIX
# TEXHMYECKMX Mep Mo obecrneyeHHio Ge30NnacHOCTH MepCOHANBHBIX JaHHBIX npu ux obpabGoTke B
MEQOPMALMOHHBIX CHCTEMAX MEPCOHANBHBIX IAHHBIX C HCTIONB30BAHWEM CPEICTB KPUNTOrpahuyecKoii
S2WHTEl HHOOPMALIMK, HEOOXONUMBIX IUIS BbIMONHEHMS ycraHoBleHHbIX [IpaBuTenscTBoM Poccuiickoii
Deaepaunu TpeGoBaHuii K 3ammuTe NCPCOHANLHBIX NAHHBIX ISl KAYKI0TO W3 YPOBHEH 3alUUILEHHOCT Y.
10TOCT P 51624-2000 «3ammra MH(GOPMALKMH. ABTOMaTH3MPOBAHHBIE CHCTENbI B 3alMILEHHOM
ucnonHenyy. O6wue TpeGoBanusy. i

IL.I'OCT P 51898-2002 «AcnekTsl 6€30nacHOCTH. IpaBnna BkmoueHus B cTangaptsi».

I2.I'OCT P 50.1.056-2005 «TexHunueckas 3awura nHpopmaunn. OCHOBHbIE TEPMHHBI U OnpeaeseHUs .
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M3K 27001-2006 «MHdopmaunonHas TexHOI0r1s. MeTo/Ibl U cpeacTBa Ge30MaCHOCTH.
HTa nHpOpMaLMoHHOI GeszonacHocTh. TpeGoBatus».
«3awmuta nHdopmaurn. OCHOBHBIE TEPMHMHBI M ONPeE e HUSY.
5 «3awmmta unpopmaunn. OGbeKT MHPOPMATH3ALMH. @akTopkl, BO3AEHCTBYIOLIME
IHE MOJIOKEHHUSY.
9K TO 13335-5-2006 «MHbopMaLmoHHas TexHoNOrMs. MeToabl M cpeacTBa
1. YacTsb 5. PyKOBOACTBO M0 MEHEKMEHTY GE30MacCHOCTH CETHY.
13569-2007 «®uHancoBble ycnyrn. PekomeHpauuu no MH(bOPMaUMOHHOM

27005-2010 «HMHpopmaLmoHHas TexHOMOrMs. MeTo1b! 1 cpeacTpa obecneyeHus
HT PUCKa HHPOPMaLMOHHOM 6€30MacHOCTHY.

04-2021 «MudopmauronHas TexHonorus. MeToas! 1 cpeactsa obecrniedeHus
- HHPOpMaLMOHHOH Ge30nacHOCTH. MOHUTOPHHT, OLeHKa 3aLIMLIEHHOCTH,

fesekMEHT pricka. TepMUHBI M OnpeaeneHns».
«3amura napopmauuu. Crcrema cTaHaapToB. OCHOBHBIE MOJIOKEHUSY.
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